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Step 1: Data Audit 

What is it? 

A data audit helps you identify what types of personal data you collect, where it's stored, and how it’s used. This 
is the first step in ensuring compliance with GDPR. 

How to conduct it: 

• Data Inventory: List all the personal data your business collects, including health information if you’re in 
the CBD industry. 
 

• Data Flow Mapping: Create a map of how data flows through your business—from collection to storage 
and eventual deletion. 
 

• Storage Locations: Identify where data is stored (e.g., cloud services, physical files). 
 

• Retention Policy: Review how long you retain personal data and whether this aligns with legal 
requirements. 

Checklist: 

• Do you know what data you collect? 
 

• Is your data collection necessary for your operations? 
 

• Are your storage methods secure? 

Resources: 

ICO Guide on Data Audits: https://ico.org.uk/for-organisations/data-audit/  

 

Step 2: Review Consent Mechanisms 

What is it? 

Consent mechanisms are how you ask for and receive permission to collect and use personal data. This is 
particularly important for health-related data in the CBD industry. 

How to review: 

• Transparency: Ensure consent forms are easy to understand, with no hidden terms. 

https://ico.org.uk/for-organisations/data-audit/
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• Opt-in Mechanism: Check that customers actively opt in to data collection. 
• Withdrawal of Consent: Confirm there’s an easy way for customers to withdraw their consent at any 

time. 

Checklist: 

• Is your consent clear and unambiguous? 
 

• Can customers easily opt-out or withdraw consent? 
 

• Are your records of consent up-to-date? 

Resources: 

UK GDPR Consent Guidance: https://www.gov.uk/guidance/uk-gdpr-consent-guidance  

 

Step 3: Data Security Measures 

What is it? 

Data security involves protecting personal data from breaches, loss, or misuse. This includes encryption, secure 
storage, and limiting access to data. 

How to secure data: 

• Encryption: Ensure sensitive data is encrypted, both in storage and during transfer. 
 

• Access Control: Limit access to sensitive data only to authorised personnel. 
 

• Vulnerability Testing: Regularly test your systems for weaknesses that could lead to data breaches. 

Checklist: 

• Are your systems regularly updated with the latest security patches? 
 

• Do you conduct routine security checks, such as penetration tests? 
 

• Is sensitive data encrypted? 

Resources: 

Cyber Essentials for Data Security: https://www.ncsc.gov.uk/collection/cyber-essentials  

 

https://www.gov.uk/guidance/uk-gdpr-consent-guidance
https://www.ncsc.gov.uk/collection/cyber-essentials
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Step 4: Update Privacy Policies 

What is it? 

Your privacy policy should clearly explain how you collect, store, and use customer data. It must also include 
information on how customers can exercise their rights under GDPR. 

 

How to update: 

• Clarity: Ensure the policy is written in clear, understandable language. 
 

• Customer Rights: Include how customers can request access to their data or ask for it to be deleted. 
 

• Regular Updates: Update your privacy policy to reflect new regulatory requirements. 

Checklist: 

• Does your privacy policy include all GDPR-required information? 
 

• Is your policy easy for customers to understand? 
 

• Are updates to the policy communicated clearly to customers? 

Resources: 

Guide on Privacy Notices: https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-
gdpr/privacy-notices-transparency-and-control/  

 

Step 5: Data Breach Response Plan 

What is it? 

A data breach response plan outlines how your business will react in case of a data breach, including notifying 
authorities and affected individuals. 

How to prepare: 

• Immediate Response: Define clear steps for identifying and containing a breach. 
 

• Notification: Ensure you have procedures to notify the ICO and affected customers within 72 hours. 
 

• Testing: Regularly test your data breach plan with mock scenarios. 

Checklist: 

• Does your plan include steps for notifying authorities and customers? 
 

• Is everyone in the organisation aware of their roles in the event of a breach? 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/privacy-notices-transparency-and-control/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/privacy-notices-transparency-and-control/
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• Have you conducted a test of your response plan recently? 

Resources: 

ICO Guidance on Reporting Breaches: https://ico.org.uk/for-organisations/report-a-breach/  

 

Step 6: Appoint a Data Protection Officer (DPO) 

What is it? 

A DPO ensures ongoing compliance with GDPR, particularly for businesses that handle large amounts of 
personal or sensitive data. 

How to appoint: 

• Internal or External: Decide whether to appoint someone internally or hire an external DPO. 
 

• Responsibilities: The DPO will oversee compliance, data security, and act as a liaison with regulators. 
 

• Cost-Efficient Option: Smaller businesses may outsource this function if appointing a full-time DPO isn’t 
feasible. 

Checklist: 

• Does your organisation require a DPO under GDPR? 
 

• Have you identified someone with the right skills to take on this role? 
 

• Are they trained and familiar with both UK and EU GDPR? 

Resources: 

Guidance on Appointing a DPO: https://ico.org.uk/for-organisations/data-protection-officers-dpos/  

 

Step 7: Staff Training 

What is it? 

Training your staff on data protection and GDPR ensures everyone in your organisation understands the 
importance of compliance and how to handle data responsibly. 

How to train: 

• Regular Sessions: Schedule regular GDPR compliance sessions. 
 

• Sector-Specific Training: Focus on issues relevant to your industry, such as handling sensitive health 
data. 

https://ico.org.uk/for-organisations/report-a-breach/
https://ico.org.uk/for-organisations/data-protection-officers-dpos/
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• Updates on New Regulations: Keep staff informed on changes to GDPR or other data protection laws. 

Checklist: 

• Do all employees understand the basics of GDPR? 
 

• Are staff aware of how to identify and report data breaches? 
 

• Is there a schedule for ongoing GDPR training? 

Resources: 

GDPR Training Resources: https://ico.org.uk/for-organisations/training-and-awareness/  

 

 

 

Conclusion 
Conducting a comprehensive data protection review is essential for staying compliant with evolving UK GDPR 
regulations. Using this toolkit, CTA members can ensure that they are well-prepared for upcoming changes in 
2025 and beyond. By following these steps, businesses can protect their customers' data, avoid penalties, and 
build trust in an increasingly regulated environment. 

For more detailed information on UK GDPR changes, visit the government website: 
https://bills.parliament.uk/bills/3142  

https://ico.org.uk/for-organisations/training-and-awareness/
https://bills.parliament.uk/bills/3142

	Step 1: Data Audit
	What is it?
	How to conduct it:
	Checklist:
	Resources:

	Step 2: Review Consent Mechanisms
	What is it?
	How to review:
	Checklist:
	Resources:

	Step 3: Data Security Measures
	What is it?
	How to secure data:
	Checklist:
	Resources:

	Step 4: Update Privacy Policies
	What is it?
	How to update:
	Checklist:
	Resources:

	Step 5: Data Breach Response Plan
	What is it?
	How to prepare:
	Checklist:
	Resources:

	Step 6: Appoint a Data Protection Officer (DPO)
	What is it?
	How to appoint:
	Checklist:
	Resources:

	Step 7: Staff Training
	What is it?
	How to train:
	Checklist:
	Resources:

	Conclusion

