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This Amber Alert is issued by the United Kingdom’s National Crime Agency (NCA).
It is based on assessed intelligence and warns of dangers and threats from serious
organised criminality. It is devised with the aim of bringing about preventative or
remedial action.

We recommend you use this Alert to complement existing knowledge and support

ongoing improvements to your business processes and procedures.
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This alert is intended to inform industry partners who form part of the printing
community of the threat that can arise from 3D printed firearms and make them
aware of the potential misuse of their services by individuals with a criminal intent.
The information in the report has been extracted from open source, Law
enforcement and National Ballistics Intelligence Service reports.

The alert covers:

e What is a 3D printed firearm?

e What are the issues with 3D printed firearms?

e Potential threat from criminal misuse of industry 3D printing in particular
“prototype printing”

e What is the law in the UK around 3D printed firearms?

How can the industry report concerns to the NCA?

What is a 3D printed firearm?

A 3D printed firearm is manufactured wholly or in part using 3D printing
technology, using detailed design specifications (CAD blueprints). Parts of the
firearm can be printed on a range of printers costing from as little as £100 and
when put together can form a fully functioning firearm.

The most common type of 3D printed firearm is hybrid, made up of mostly plastic
parts that have been manufactured using the 3D printer (frame, trigger, hammer
etc.) along with some metal components (barrel, firing pin, bolt etc.) These metal
elements are either manufactured from readily available material or bought as
ready-made components which in some cases are not regulated under UK
legislation®. The 3D printed and metal parts are assembled to create the completed
functioning firearm.

The viability of 3D printed firearms has improved significantly since their first
appearance in 2013. Due to advancements in technology, these are now cheaper
and easier to produce and appear to be both durable and reusable.

New designs and updates to existing designs are regularly posted and shared online
within user forums. One of the most popular models of 3D printed firearm is the
semi-automatic FGC-9.

! https://www.legislation.gov.uk/ukpga/1968/27/section/57/2013-04-01
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It is also possible to 3D print ancillary parts for modifying standard firearms, such
as devices to convert a firearm to automatic fire (see below for images)

What are the issues with 3D printed firearms?

Firearms possession is strictly controlled in the UK under the Firearms Act 19682,
with the vast majority of firearms being required by law to be held on a licence or
certificate, with the application and ongoing management of the licence controlled
by the police. This ensures safeguards and risk management processes are
implemented which help to protect the public from the misuse of firearms.

As 3D printed firearms are firearms in UK legislation, their possession, trade and
manufacture is illegal under the Firearms Act 1968 without appropriate licences.
Only a registered firearms dealer can legally manufacture a firearm in the UK.

The NCA National Strategic Assessment 2023° states there has been an increase in
the number of recovered homemade firearms with 3D printed components (such as
hybrid firearms). This shows that individuals who hadn’t previously considered
manufacturing a 3D printed firearm may attempt to do so.

3D printed firearms are considered a threat to public safety due to;

e Being accessible to those who would not be permitted lawful possession of
firearms in line with the licensing regime

e Being relatively cheap and easy to manufacture and acquire by those with
criminal or extremist intentions

e Lack of traceability as not lawfully manufactured and registered (i.e. no serial
numbers or audit trail)

e Lack of quality control and safety checks present in commercial
manufacturing including proof testing to ensure the firearm is safe to use

2 https://www.legislation.gov.uk/ukpga/1968/27/section/1
% https://www.nationalcrimeagency.gov.uk/nsa-firearms
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“Prototype Printing”

Currently, most 3D printed firearms are created at home using readily available
printers from manufacturers such as Creality, Prusa and AnyCubic. Many factors
can impact on the quality of the print increasing the risk of an unsafe firearm when
assembled. Individuals may seek an alternative by using the legitimate process of
“Prototype printing”, by commissioning 3D printed parts, created on industrial
printers, potentially using higher grade materials including metal alloys. There is
potential for an individual with criminal intent to request high quality firearm
component parts to be printed by companies offering this service. They could then
construct the 3D printed firearm at home resulting in a more reliable and durable
firearm.

High quality parts are vital to contain the pressure of an ammunition round being
fired. The intended use of these parts aren’t always obvious and so we want to
raise awareness to the possibility of individuals using the prototype service in order
to create component parts for 3D printed firearms.

For example, a tube printed in metal to exact specifications could be intended for
use as a barrel.

There are a number of indicators a company can look out for which would highlight
potential criminality, such as;

Items that have a clear shape of a firearm
e Firearm component such as barrels
e A bullet cartridge or similar shaped projectile

e A reluctance to divulge the end purpose of the item or the reasons for
production in high quality material

As an example, the FGC-9 requires some parts to be manufactured in metal

(images below). As these parts are unlikely to be produced in a home workshop a
prototype printing service may be utilised.

'W,/i

FGC-9 Buffer Tube Adapter FGC-9 Ejector FGC-9 Mag Catch FGC-9 MK-II Feed
- Aluminium Aluminium Aluminium Ramp - Aluminium
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What is the law in the UK around 3D printed firearms?

The manufacture, purchase, sale and possession of 3D printed firearms,
ammunition or component parts is fully captured by the provisions in Section
57(1) of the Firearms Act 1968.

The expression “firearm” in the 1968 Act is defined as a lethal barrelled weapon of
any description or component part of such weapon, from which any shot, bullet or
other missile can be discharged.

3D printed firearms are potentially lethally barrelled weapons and must be viewed
as such in law.

3D printed firearms are subject to strict control in the following respects:

e Under section 1 of the 1968 Act, it is an offence for an individual to possess,
purchase or acquire any component part of a firearm without a certificate

e Under section 3 of the 1968 Act, it is an offence for a person to manufacture
or possess for sale a component part of a firearm acting by way of trade or
business

e Under section 5 of the 1968 Act, it is an offence for a person to possess,
purchase, acquire, manufacture, sell, transfer, possess for sale or transfer a
component part of a prohibited weapon without the authority of the Secretary
of State for the Home Department.

How can the industry report concerns to the NCA?

The NCA has a dedicated inbox for INTERKNOW, their project aimed at reducing the
threat from 3D printed firearms, which can be contacted at
INTERKNOW@nca.gov.uk.

Please note that this mailbox is not manned 24/7 and so a response may
not be immediate.
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The NCA reminds you of your legal obligations in respect of the management of this
information, including under the Data Protection Act 2018

Article 5(1) requires that personal data shall be:

1.
2.

Processed lawfully, fairly and in a transparent manner;

Collected for a specified, explicit and legitimate purpose and not further
processed in @ manner that’s incompatible with these purposes;

Adequate, relevant and limited to what’s necessary in relation to the purpose
for which they are processed;

Accurate and where necessary kept up to date;

Kept in a form which permits identification of data subjects for no longer than
is necessary for the purpose for which the personal data are processed;

Processed in a manner that ensures appropriate security of the personal data.

While every effort is made to ensure the accuracy of any information or other
material contained in or associated with this document, it is provided on the basis
that the NCA and its staff, either individually or collectively, accept no responsibility
for any loss, damage, cost or expense of whatever kind arising directly or indirectly
from or in connection with the use by any person, whomsoever, of any such
information or material.

Any use by you or by any third party of information or other material contained in
or associated with this document signifies agreement by you or them to these
conditions.

© 2023 National Crime Agency
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This document uses the United Kingdom’s Government Security Classification
System (GSCS) and has been graded as OFFICIAL. There are no specific requirements for storage and it can
be considered safe for wide distribution within your organisation and for use in staff training or awareness
programmes. However, unless otherwise specified, this information is not intended for general public
dissemination and should not be included on public facing websites, external mailing lists, social media or other
outlets routinely used by you to deliver information to the public without the prior and specific permission of the
NCA Alerts team. We therefore request that you risk manage any onward dissemination in a considered way.
This document should be disposed of by cross-cut shredder, pulping or incineration.

NCA Alerts are marked either Red or Amber. This is designed to indicate the urgency of the
warning. Red may indicate a more immediate or specific threat, whilst those marked Amber will provide more
general information that may complement existing knowledge.

Recognising that the UK’s private sector is often the victim of serious organised crime and
is engaged in its own efforts to prevent, deter and frustrate criminal activity, the NCA seeks to forge new
relationships with business and commerce that will be to our mutual benefit - and to the criminals’ cost. By
issuing Alerts that warn of criminal dangers and threats, NCA seeks to arm the private sector and overseas
businesses with information and advice it can use to protect itself and the public. For further information about
this NCA Alert, please contact the NCA Alerts team by email alerts@nca.gov.uk. For more information about the
National Crime Agency go to www.nationalcrimeagency.gov.uk.

Section 7(1) of the Crime and Courts Act
2013 allows you to disclose information to the NCA, provided the disclosure is made for the purposes of
discharging the NCA'’s functions of combating serious, organised and other kinds of crime. The disclosure of
such information to the NCA will not breach any obligation of confidence you may owe to a third party or any
other restrictions (however imposed) on the disclosure of this information. The disclosure of personal
information about a living individual by you to the NCA must still comply with the provisions of the Data
Protection Act 2018 (DPA). However, you may be satisfied that the disclosure by you of such personal
information to the NCA in order to assist the NCA in carrying out its functions may be permitted by Schedule 2,
Part 1 of the DPA 2018. This allows a data controller to be exempt (by means of a restriction or adaption) from
provisions of the GDPR, if the personal data is processed for the following purposes:

a) the prevention or detection of crime,
b) the apprehension or prosecution of offenders, or
c) the assessment or collection of a tax or duty or an imposition of a similar nature,

to the extent that the application of those provisions of the GDPR would be likely to prejudice any of the
matters mentioned in paragraphs (a) to (c).

(DPA 2018, Schedule 2, Part 1).

Any Section 7(1) information should be submitted to alerts@nca.gov.uk.

The NCA'’s Information Charter is published on our external website at www.nca.gov.uk

This information is supplied by the UK’s NCA under Section 7(4) of
the Crime and Courts Act 2013. It is exempt from disclosure under the Freedom of Information Act 2000. It
may be subject to exemptions under other UK legislation. Except where permitted by any accompanying
handling instructions, this information must not be further disclosed without the NCA’s prior consent, pursuant
to schedule 7, Part 3, of the Crime and Courts Act 2013.

This report may contain ‘Sensitive Material’ as defined in the Attorney General’s guidelines for the disclosure of
‘Unused Material’ to the defence. Any sensitive material contained in this report may be subject to the concept
of Public Interest Immunity. No part of this report should be disclosed to the defence without prior consultation
with the originator.

Requests for further disclosure which are not permitted by any handling instructions or handling code must be
referred to the NCA originator from whom you received this information, save that requests for disclosure to
third parties under the provisions of the Data Protection Act 2018 or the Freedom of Information Act 2000 and
equivalent legislation must be referred to the NCA’s Statutory Disclosure Team by e-mail on
statutorydisclosureteam@nca.gov.uk.
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